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Abstract

University computer networks have become vast and deal with a lot of critical and sensitive data. This demands the university
network to be highly secure. To attain network security, timely assessment of network vulnerabilities has become highly
indispensable. The vulnerabilities need to be discovered and removed at the earliest as these can be exploited by attackers having
malicious intent. To identify network vulnerabilities, various vulnerability scanning tools are available. The present paper deals with
an open source tool ZENMAP which is completely free to use. ZENMAP is the GUI (Graphical User Interface) of Nmap. ZENMAP runs
Nmap in the background. Nmap (Network Mapper) is a powerful tool to gather information about any network and its individual
devices. This paper describes the implementation of ZENMAP on a few hosts of Bundelkhand University computer network to
gather necessary information about the hosts. After knowing the loopholes in a host, measures can be taken to remove the

loopholes and enhance network robustness and security.
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. INTRODUCTION

To ensure network security in universities, vulnerability
scanning needs to be done at regular intervals. To ease the
task of identifying vulnerabilities, various vulnerability
scanning tools are available. A vulnerability scanner is a
tool that identifies vulnerabilities or weaknesses in a
network or any host. Every scanner performs scans
differently and provides scan results that aid in taking
further actions regarding remediations and making the
network more robust and reliable.

There are many tools available for wvulnerability
scanning. In this work we will be discussing about
working of Zenmap. Zenmap in nothing but Nmap in the
background. Zenmap performs the task of network
mapping. In this paper, we will be discussing the
implementation of Zenmap on a few live hosts of a subnet

of Bundelkhand University, Jhansi. After analyzing the
scan results, we can infer whether the hosts are safe or
vulnerable to attacks.

Scanning tools are highly effective in identifying
vulnerabilities in a network and also provide
remediations to get rid of any particular vulnerability.

Section II of the paper discusses important concepts
that we need to know prior to performing the actual task
of scanning. Section III discusses the methodology of
vulnerability scanning. Section IV shows the actual
implementation of Zenmap on a few live hosts of
Bundelkhand University, Jhansi. Section V covers scan
results and analysis of the results. Finally, section VI
discusses the conclusion and future scope of the current
work.
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II. IMPORTANT CONCEPTS

A. Vulnerability

Vulnerability refers to any weakness or loophole in a
device or network that can be taken advantage of.
Vulnerability can be software vulnerability, computer
system vulnerability, network unit vulnerability, and
information systems vulnerability. This work focusses on
network vulnerability assessment.

“A network vulnerability is a weakness or flaw in
software, hardware, or organizational processes, which
when compromised by a threat, can result in a security
breach”[1].

Network unit vulnerability means any weakness or
loopholes in the computer network or any hosts in the
network. These vulnerabilities can be exploited by the
attackers. Through these vulnerabilities, attackers try to
access the network and gain unauthorized access to the
network to implement their malicious intent.

B. Network Vulnerability Assessment

A network vulnerability assessment is identifying
vulnerabilities in a network through scanning the
network and analyzing the scan results to look for
vulnerabilities and remediating those vulnerabilities
depending on the severity/criticality of that vulnerability.
Critical vulnerabilities possess greater risk to the entire
network. Hence, they need to be got rid of at the earliest.

The steps of network vulnerability assessment
process are as follows:

% Conductrisk identification and analysis

% Vulnerability scanning policies and procedures
% Identifying the type of vulnerability scans

% Configure the scan

% Perform the scan

% Evaluate and consider possible risks

% Interpret the scan results

% Create aremediation process and mitigation plan

There are enormous benefits associated with
performing regular vulnerability assessments. Many
security experts suggest performing vulnerability
assessments atleast quarterly.

C.Zenmap

Zenmap is the GUI version of Nmap. Nmap works in the
background. Zenmap is multi-platform and makes Nmap
easy to use. It is an open source and free to use
application. Nmap stands for Network mapper. Zenmap
also provides advanced features for the experienced.
Scan results can be saved and they can be viewed any
time.

I1l. RELATED WORK

Researches have been done in the past by many
researchers regarding network scanning and
vulnerability assessment tools. Wang, Liu, Li, Zhang,
Chen, and Zou [2] elaborated vulnerability scanning
technology and web application security. Khavya and
Hema Priya [3] surveyed security assessment and
forensic analysis related to android m-banking
applications. Shah, Ahmed, Saeed, Junaid, Khan, and
Ata-Ur-Rehman [4] proposed scan strategy on how
penetration testing deals with large volume of class A and
class B hosts.

Mandal and Jadhav [5] presented an overview of
threats and attacks on a network. This paper discussed
various open source tools like Tcpdump, Nmap,
Wireshark, and Firewall. Bhanu Prakash and Reddy [6]
discussed about cyber-attacks, cyber security, and cyber
laws. Authors also emphasized the importance of legal
framework to deat with cyber frauds and cyber-attacks.
Wang, Bai, Li, Chen, and Chen [7] designed a network
vulnerability scanning system. This system is based on
NVTs and also conducted a test for this system. Alzahrani
[8] proposed a network security penetration tool that used
Nessus and Metasploit to detect vulnerabilities in the
network and used the tool to increase the overall
performance and security of Albaha University network.

Gbedawo, Agbesi, and Adukpo [9] conducted
penetration test that simulated intrusion detection using
free and open source software tools (FOSS). Some of the
tools that were used for this are Zentyl server, VMware
Fusion, Suricata, OpenVAS, and Metasploit Framework.
Raza, Maliyekkal, and Choudhary [10] discussed
scanning an organization's internal network using
Raspberry Pi. This work also used tools like Nmap and
Nikto. Kaur and Kaur [11] performed penetration testing
on a target operating system to find security
vulnerabilities. Nmap tool was used for reconnaissance
or information gathering phase.
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Tundis, Mazurczyk, and Miihlhduser [12] reviewed
various scanning tools used for network vulnerability
scanning and also discussed about their types,
functioning, and capabilities. Dinh, Xuan, Thali,
Pardalos, and Znati [13] proposed vulnerability
assessment framework and also proposed approximation
algorithm. They discussed new approaches for
vulnerability assessment. Schagen, Koning, Bos, and
Giuffrida [14] implemented a framework for scanning of
vulnerabilities of network servers.

IV. ZENMAP IMPLEMENTATION

Zenmap is the graphical user interface of Nmap. Itis used
to gather information about any host in a network just by
knowing its IP address. It can bypass security measures
like firewall.

Zenmap features are as follows:

% It is interactive and used for graphical results
viewing.

% Itcanbe used to compare two scan results.
& Zenmap scan commands can be run repeatedly.

% Itiseasy and convenientto use.

When the Zenmap is opened, the first screen looks like
as shown in Fig. 1. In target fields we can enter the IP
addresses to be scanned. From profile dropdown we
select the profile. The command field shows the
command that is used for scanning. Target to be scanned
is entered in the target field and profile is selected.
Various scan profiles are available in Zenmap as shown in
Fig. 2. Any number of targets can be scanned by entering
them in the targets field but they need to be separated by
spaces.

A subnet of Bundelkhand University, Jhansi is

Fig. 1. Initial Screen of Zenmap
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Fig. 2. Different Scan Profiles in Zenmap
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scanned using different scan profiles of Zenmap. The
subnet scanned is entered in the target fields and scan
results are analyzed to know the security of the network.

The scan profiles selected for the present study are
ping scan, quick scan, quick scan plus, intense scan, and
regular scan. Every scan is different. As the scan
complexity increases, it covers more details about the
target. The scan output displays details about hosts and
services available. Ports open for a particular host can
also be seen. The services running on a particular port are
also included in the scan results.

In the command scan we can see the command for a
particular scan. The first scan that we performed is ping
scan for which the command is nmap -sn target.

The ping scan command is nmap - sn <target>. The
output of ping scan is shown in Fig. 3. Ping scan doesn't

perform any port scan, it only pings on the targets. Nmap
sends packets to the hosts during this scan and the hosts
which respond to the packets are displayed as output of
ping scan. Ping scan doesn't show much details. So other
scans are also performed to get more details about the
hosts.

The next scan that we performed is quick scan. It is
slower than ping scan but a bit more detailed than ping
scan. The command for quick scan is nmap - T4 - F
<target>. It is a fast scan because it scans only top 100
most common tcp ports. The output of quick scan is
shown in Fig. 4. To get further details about hosts we
performed some other scans also. They are complex as
compared to ping scan and quick scan, but to dive deep
into further details these scans are necessary.

The next scan that we performed is quick scan plus.

Fig. 3. Ping Scan

Fig. 4. Quick Scan
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The command for this scan is nmap - sV -T4 - O - F --  operating system details, and network distance in the
version-light <target>. It is a bit more detailed than outputscreen ofthis scan.

previous scans. It also displays Operating System of the The last scan that we performed for the present work is
host. The scan output is shown in Fig. 5. We can see port, the Intense scan. The command for this scan is nmap -T4 -
state, service, version, mac address, device type, A-v<target>.TheoutputisshowninFig.6.

Fig. 5. Quick Scan Plus

Fig. 6. Intense Scan
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V. SCAN RESULT ANALYSIS

Here we will be discussing about Scan results of different
scan policies selected. Each scan window has five tabs
“Nmap output”, “Ports/Hosts”, “Topology”, “Host
Details”, “Scans”. These tabs are shown in Fig. 7.

Ping scan takes less time to scan and doesn't show

detailed information about hosts connected in a network.
Only connected devices are shown on the left-hand panel
and output shows IP address, MAC address, and vendor
of'each host.
Now, for quick scan further details about hosts are
shown. The important details are highlighted in Fig. 9.
For a particular host, we can see the Ports/Hosts tab in

Fig. 7. Scan Output Tabs

Fig. 8. Ping Scan Results

Fig. 9. Quick Scan Results
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the scan output window. As shown in Fig. 10, we can get  Host details displays information about a host such as the

the details of port, protocol, state, service, and version. hostnames and addresses, number and status of scanned

The topology tab of output window displays the ports, its state (up or down), the number and status of

interactive view of hosts in a network and their scanned ports, etc. Fig. 12 shows details about a host

connections. scanned. Status is up, open ports 4, [P address, number of
scanned ports etc.

Fig. 10. Quick Scan Results Ports/Hosts Tab Output

Fig. 11. Quick Scan Result Network Topology

Fig. 12. Host Details Quick Scan
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The next scan is quick scan plus. Here, we can see the
details of a host as shown in the output. For each host the
details shown are IP address, host status, ports details,
state, service, version, MAC Address, device type,
Operating system details, and network distance.

Host details of quick scan plus displays host status,
address, operating system details etc. The operating
system used by the host here is Windows 10. Windows
iconis also displayed in the scan results.

The last scan performed for the current work is intense
scan. The extra details that this scan covers about a host
are TCP sequence prediction, IP ID sequence generation,
and service info.

From different types of scan in Zenmap, we get a lot of
information about a network and an individual host. From
the scan results of a host, we get to know the
vulnerabilities present in a host like open ports, services
running etc. These vulnerabilities need to be removed
before being exploited by the malicious entities or
hackers. As the complexity of a scan increases, more
detailed information about a host can be gathered. After
knowing the details of hosts in a network, the IT
personnel or the concerned authority dealing with system
vulnerabilities can take decisions about remediations of
vulnerabilities on a priority basis.

Fig. 13. Quick Scan Plus
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Fig. 14. Quick Scan Plus Result Host Details

Fig. 15. Intense Scan Results
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Fig. 16. Intense Scan Ports/Hosts Details

VI. CONCLUSION AND FUTURE
SCOPE

The present work scanned a subnet of Bundelkhand
University Computer Network. Zenmap Scanner was
used for scanning the network. Zenmap is a user-friendly
tool. Different scan showed various details about the
network. We could generate details about a particular
host. Based on scan results we get a clear picture of
network and its security. Ports and services are displayed.
We can close the open ports which pose threat to network
security. Future work can be implementation of more
vulnerability scanning tools like Nmap, Qualys, Nessus,
Wireshark, Nexpose etc. to scan the network to know it
better and detect vulnerabilities in the network so that
timely remediations can be taken to get rid of
vulnerabilities and make the network highly secure.
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